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STARHUB’S SERVICE SPECIFIC TERMS AND CONDITIONS 

UNIFIED THREAT MANAGEMENT 

These are our Service Specific Terms & Conditions for the Unified Threat Management services, and together 

with any other terms and conditions that you and we have agreed or accepted from time to time, they form 

the Agreement between you and StarHub. 

1. How you may be Eligible for the Service

1.1. In order to subscribe to the Service, you must:

1.1.1 have an internet connection of the relevant specifications; and 

1.1.2 not have, at the time of application of the Service, any outstanding accounts with us that are 

due and owing to us. 

1.2. We will provide the Service stated in the application form as may be agreed by us from time to time. 

1.3. You must, at all times, provide us with such information as may be necessary or desirable for us to 

provide you with the Service. 

1.4. We will not be liable for any Service failure, interruption or performance issues arising from the 

broadband services or internet connection that you have procured. 

1.5. We may choose not to accept your application at our discretion. 

2. Providing the Service

2.1. The commencement date for the provision of the Service which you have indicated in the application

form shall be known as the RFS date as defined in paragraph 2.3 below. 

2.1.1. New internet connection: If you are procuring a new internet connection subscription, 

the RFS date depends on when the new internet connection subscription begins. We will 

only be able to provide the Service on or after the date on which the new internet 

connection subscription is provisioned and activated. 

2.1.2. Existing internet connection: If you already have an existing internet connection, your 

RFS date shall, subject to paragraph 2.3 below, be within 3 months from your application 

date for the Service. We will not accept any order with an RFS date more than 3 months 

from the date of order submission 

2.2. In addition to paragraph 1.1 above, we reserve the right not to accept or proceed with your 

application if: 

2.2.1. the application form submitted by you is not duly completed and signed; 

2.2.2. you fail to provide us with the information as required under paragraph 1.3 above; 

2.2.3. we determine that we are unable to provide the Service due to any reason; 

2.2.4. you fail to provide us reasonable access to the Premises; or 

2.2.5. we discover that (i) you have failed to provide any facility or resource as we may request; or 

(ii) have not provided them under the operating conditions and specifications stipulated by us

for the proper performance of the Service, or for the installation, operation and maintenance

of the Service as we may request.
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2.3. When we accept your application form for the Service, we will notify you of the commencement date 

for the provision of the Service and this date will be known as the ready for service ("RFS") date. The RFS 

date will be stated in our application form. We reserve the right to change the RFS date without liability. 

2.4. If we are unable to provide the Service by the RFS date, then you may either: 

2.4.1. cancel that part of the Service which we are unable to provide by the RFS date, without 

being liable to pay any cancellation Charges; or 

2.4.2. accept that part of the Service which we are ready to provide, and pay for the same at our 

prevailing rate(s). 

This shall be your sole and exclusive remedy and you shall have no claim against us for our failure to 

provide the Service by the RFS date. We have no further liability to provide the Service by the RFS 

date. 

2.5. If you request to defer the provision of the Service to a date after the RFS date we originally agreed 

to, you will be liable to pay a reservation fee at our prevailing rate(s). 

2.6. If it is due to the failure to provision the first main line and if you accept that part of the Service which 

we are ready to provide and pay for the same at our agreed/prevailing rate(s), you will have no other claim 

against us for our failure to provide the Service on or before the RFS date. 

2.7. If you cancel your application for the Service before the RFS date, you shall pay us our prevailing 

cancellation Charges (currently set at S$305.60 inclusive of 9% goods and services tax ("GST") or such

other cancellation Charges as we may prescribe from time to time) per order.

2.8. We are responsible for the Service (including the rental of the CPE) to you. The point of demarcation 

for such responsibility is up to the CPE. We will not be responsible for any fault or issue that occurs beyond 

the CPE in your network. Where facilities and/or resources are provided by you, we will not be responsible 

for any fault or issue that occurs arising from such facilities and/or resources. During Service activation, we will 

reasonably endeavour to ensure that the policies you have requested and submitted to us have been 

implemented in the CPE. 

2.9. We do not support any third-party equipment or services which you may choose to connect to the 

CPE, particularly the MSA appliances. You will need to engage other third-party suppliers to setup, 

configure/re-configure, reconnect, maintain or troubleshoot any issues related to such third-party equipment 

or services. If we consider it necessary to replace any of the CPE for any reason (e.g. due to device fault or 

obsolesce) we will only replace the relevant CPE, and not all the other third-party equipment and services 

connected to such CPE. In such event you may wish to arrange, at your own costs, for such third-party 

support to be present when our FE is at the site to reconnect and reconfigure such third-party services and 

equipment to the new MSA appliance. We will not be liable for any costs, expenses, disruptions, inconvenience, 

interference or interruptions or any losses that you may suffer arising from the replacement of the relevant 

MSA appliance with regard to such third-party equipment or services. 

2.10. You must notify us in writing if we have failed to implement the policies you have submitted to us and 

which we accepted. We will correct our failures that have been brought to our attention at our own cost. The 

foregoing shall constitute our sole liability and your exclusive remedy for such failures. 

2.11. Our business hours are from 9 am to 6 pm, Mondays-Fridays (excluding Saturdays, Sundays and public 

holidays). You may request for installation or relocation works to be carried out outside our business hours. 

In such case, we shall impose an additional one-time charge ("Non-Working Hours Charge") based on our 

prevailing after-office hours installation Charge. This Non-Working Hours Charge will still be imposed if you 

cancel or postpone an appointment less than 2 hours before the scheduled appointment time, or if you fail to 

grant us access or be present at the scheduled appointment time for our FE or contactors to carry out the 

necessary works. 

3. Minimum Period of Service
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3.1 The initial Minimum Period of Service for the Service is 24 continuous months (or such other period 

as may be agreed by us and stated in the application form) from the commencement date as determined in 

accordance with paragraph 4.1 below. Upon the expiry of the initial Minimum Period of Service, the Service 

will renewed automatically for one further successive period of 12 months unless either party gives the other 

party at least 30 days’ written notice of termination prior to the expiry of the initial Minimum Period of 

Service. Such renewed term shall be considered a Minimum Period of Service. 

3.2 In computing whether or not you have fulfilled the Minimum Period of Service, any period for which 

the Service is suspended or ceased will not be counted. If the Service is suspended or ceased and subsequently 

reactivated, the Minimum Period of Service will be automatically extended by such period of suspension or 

cessation. 

3.3 If we agree to any changes to the Service as requested by you (including any upgrade to the Service) 

or the renewal of the Service, we are entitled to require the Minimum Period of Service to be re-commenced 

from the date the Service is changed or renewed. 

3.4 For the purpose of the renewal or the re-contract, we may require that you change any existing CPE 

that you are using, or allow us to update or upgrade it as may be required. 

4. Duration of Service

4.1 The Service under this Agreement will commence on the RFS date as notified by us to you in

accordance with paragraph 2.3 above. 

4.2 This Agreement will continue until terminated according to the provisions of this Agreement. 

4.3. If your Service is terminated or expired for any reason, the Service will be disabled and there will no 

further updates, upgrades, fixes, support or maintenance provided for the CPEs to continue with their 

functionalities in relation to threat or security management. 

4.4. Upon termination of the Service, if we require, you will return the CPE to our specified address or 

dispose of it in such manner that we approve. If we do not require you to return or dispose of the CPE, you 

shall stop using the CPE immediately upon termination of the Service. Any continued use of the CPE by you 

shall be in breach of this Agreement and solely at your own risk. We will not be responsible or liable to you 

for any such use. 

4.5. Promotion rates are applicable for a limited period of time only. At the end of the applicable Minimum 

Period of Service, the promotional rates shall not apply and the rates shall revert to our prevailing rates (i.e. 

non-promotional rates) for the renewals. Please contact your StarHub account manager early for renewals. 

4.6. You cannot request for any Service suspensions even if your main line is suspended for any reason. 

5. Scope of the Service

5.1. We will provide the Service to you according to the particulars set out in the application form. We

shall not be responsible if any of the particulars provided by you in the application form is incorrect, false 

and/or incomplete. 

5.2. After the initial set up, you may request for changes (including a change in the configuration of your 

set up such as the connection and disconnection of any new or existing device, or a change in the number of 

users) in the Service from time to time through our business helpdesk. We will review each request and 

inform you if we would accept such request. We will charge you for any further requests exceeding 6 times 

made in a calendar year. 

5.3. We will rent to you the CPE as part of the Service. You shall be responsible for the CPE in your 

possession and shall provide the appropriate space and power supply for the same. You shall house and use 

the CPE according to the device user guide given to you and our instructions. Any lost or damaged CPE and 

any replacement for such lost or damaged CPE shall be chargeable and such Charges shall be borne by you. 

You may contact our technical service support helpdesk if you face any hardware issues on the CPE. 
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5.4. Actual data transfer speeds for your internet connection service will differ after the MSA Service is 

turned on and is affected by various factors, including overall network traffic, performance and configuration of 

the MSA Service rules, type of data accessed, location and configuration of the accessed server and total 

number of users. We shall not be liable to you if you experience any degradation, interruption or interference 

of your internet connection for the duration of the Service. 

5.5. To the fullest extent allowed by the law, we do not give any assurances, guarantees, or warranties, 

either express or implied, in relation to the use of the Service or the performance and/or condition of the 

internet connection. You acknowledge and accept that the performance of the Service is dependent and 

conditional on the performance of the internet connection that you use in relation to the Service. 

5.6. If there is a reported faulty CPE, our FE will endeavour to restore your internet connection services 

first if the internet connection is provided by us. Subject to our supporting hours, our FE will then endeavour 

to restore the MSA Services, which may be carried out the next business day. If your internet connection is 

not provided by us, you will have to ensure that the internet connection issues are resolved before our FE can 

commence work on the restoration of the MSA Service. 

5.7. As the MSA Service is a fully managed service, we will not release the password to the management 

portal to you. 

6. General Charges

6.1. The following are our general Charges that may be payable by you:

Description Charges 

Order Cancellation Charges 

(before Service is activated. For 

the avoidance of doubt, early 

termination Charges apply once 

the Service is activated) 

S$163.50

Additional Change Request - 

Remote  

Modification Charges - On-site 

On-site Support or Installation 

Charges 

Replacement of Lost or Damaged 

Hardware Charges 

S$163.50

S$366.72 (Monday - Friday, 9am to 6pm)

S$582.70 (Monday - Friday, after 6pm; Saturday, Sunday & Public 
Holidays) 

S$366.72 (Monday - Friday, 9am to 6pm)

S$582.70 (Monday - Friday, after 6pm; Saturday, Sunday & Public 
Holidays) 

S$163.50 + hardware charges

You may enquire the cost of the hardware from your StarHub Account 

Manager. 

Unless otherwise stated, all the above Charges include 9% GST. We reserve the right to add, remove or change

any of the Charges from time to time without prior notice. Please procure written confirmation from us on 

the Charges that would apply to you. 

7. Additional Charges
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7.1. Should you require any additional functional features in the MSA Services, you will need to submit a 

change management request to our StarHub business helpdesk. We will inform you whether or not we accept 

your request, and whether on-site support or remote configuration would be necessary to meet your 

request. Such request would be subject to our prevailing charges. 

7.2. If you encounter performance issues in relation to the Services, you may inform us via our StarHub 

business helpdesk. We will then arrange for on-site support where we consider necessary and each occasion 

of on-site support will be subject to our prevailing Charges. 

7.3. We will determine whether an on-site support is required based on the change request and reported 

issues relating to the Service. Additional on-site support requests are subject to our prevailing FE professional 

Charges as may be prescribed by us from time to time. A site survey may be required if the request requires 

our further evaluation. We will use our commercially reasonable endeavours to meet the date requested by 

you. 

7.4. You may relocate your Service. Subject to your payment of our re-location Charges, we will relocate 

your CPE to the new site. Your existing contract will continue. You may contact our StarHub business 

helpdesk for relocation. 

7.5. For Parallel Relocation, you will have to ensure that an internet connection has been set up at the 

new premises. We will relocate your MSA appliance to the new premises once the new internet connection is 

activated and you have provided us with such relevant information to do so (including the new IP Address). 

7.6. If you do not have an internet connection at the new premises during the Minimum Period of Service 

or if you wish to terminate the Service due to any delay in the provisioning of the main line, this shall 

constitute termination of the existing Services and our early termination Charges shall apply. 

8. License Agreement

8.1. You and your users agree to be bound by the end-user license agreement ("EULA") of the main MSA

product or service provider ("Provider"). By signing up and using the Service, you are deemed to have 

accepted in full the terms of the Provider’s EULA, and any amendment or updates thereafter. You may request 

a copy of the EULA from your account manager. If you do not accept the terms, we are unable to provide the 

Services to you. 

9. Liability

9.1. The MSA appliance and Service (including any installation or support Service) are provided to you on

an "as is" and "as available" basis. You agree that you use the MSA appliance, Service or rely on any Content 

obtained through the Service at your sole risk. To the fullest extent allowed by the law, we do not give any 

assurances, guarantees, or warranties, either express or implied, in relation to such MSA appliance, Service or 

Content. The entire risk as to the quality, selection and performance of the Service is with you. You agree that 

no vendor can assure complete security and nothing in this Agreement or elsewhere shall be construed to 

imply a security guarantee or assurance. You further acknowledge the nature and volume of malicious and 

unwanted electronic content, undesirable data or software and unauthorised users (e.g. hackers). You accept 

that we do not warrant that the Service or any part of it (i) will be complete, free from errors or interruptions; 

(ii) will detect and/or address any or all malicious code, threat, or vulnerability (including security threat or

vulnerability); or (iii) will keep your network or computer systems completely secure, free from intrusions,

security breaches, unauthorised access, vulnerabilities, viruses, malicious or unwanted electronic content.

9.2. The manufacturer’s warranty (if any) will be voided and we will bear no responsibility if the Service, 

or the CPE upon which the Provider’s software is authorised to be used (i) has been altered, except by the 

Provider or its authorised representative; (ii) has not been installed, operated, repaired, updated to the latest 

version, or maintained according to instructions supplied by the Provider; (iii) has been subjected to abnormal 

physical or electrical stress, misuse, negligence, or accident; or (iv) is licensed for beta, evaluation, donation, 

free, trial, testing or demonstration purposes or is provided without us charging a service fee.  

9.3. To the maximum extent permitted by law and notwithstanding anything to the contrary stated in the 

Agreement, we, our Affiliates and the Providers are not liable under any contract, negligence, tort, strict 
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liability, infringement or other legal or equitable theory for any loss of use of the Service or any damages of any 

kind, whether direct, special, incidental or consequential (including damages for loss of goodwill, loss of profit, 

loss of opportunity, loss or damage related to use of the product or Service in connection with high risk 

activities, de-installation and installation fees and costs, damage to personal or real property, work stoppage, 

computer failure or malfunction, computer security breach, computer virus infection, loss of information or 

data contained in, stored on, or integrated or bundled with any Service) resulting from the use of the Service, 

even if we, our Affiliates and/or the Providers have been advised of the possibility of such loss or damages. 

Our entire liability and your sole and exclusive remedy is the repair, replacement or refund of the defective or 

non-conforming MSA appliance or Service as determined by us. 

10. Ending the Service

10.1. In addition to the rights either party may have against the other party under this Agreement for any

antecedent breach of this Agreement and subject to the provisions of this paragraph 10, this Agreement or the 

Service hereunder may be terminated by either party giving at least 30 days’ written notice to the other party. 

You may provide your notice of termination to your StarHub account manager or our StarHub business 

helpdesk. If you have subscribed for the Service under a promotion, and you terminate any other Services that 

we have provided to you under that promotion, we will also terminate the Service. 

10.2 If you give us notice that ends during the applicable Minimum Period of Service or before the 

Agreement expires pursuant to paragraph 10.1 above, you must immediately pay us the early termination 

Charges equivalent to: 

10.2.1 the aggregate of the monthly recurring Charges (including rental charges, where applicable) 

for the remainder of the unfulfilled Minimum Period of Service; and 

10.2.2 where relevant, any and all amounts that may be imposed on us by any third party arising 

from and/or in connection with the termination. 

11. Meanings

This paragraph 11 sets out how certain words and phrases are used in this Agreement. Terms used but not 

defined in these Service Specific Terms & Conditions shall have the respective meanings given to them in the 

Business General Terms & Conditions. 

What these words mean in this Agreement 

11.1. "CPE" refers to the customer premises equipment provided by us under this Agreement installed or 

to be installed at the Premises and which you use to obtain the Services, which shall include MSA appliances. 

11.2 "EULA" shall have the meaning set out in paragraph 8.1. 

11.3. "FE" refers to field engineer. 

11.4. "Firewall Policy" or "rule" refers to a set of rules that enable firewall that controls incoming and 

outgoing network traffic based on a set of rules. 

11.5. "Gateway Antivirus" refers to network security appliances that provide integrated antivirus 

security on the appliance to block potential threats before reaching the network. Gateway antivirus allows 

corporate and enterprise to check for viruses at the application layer using a web-based scanning service. 

11.6. "GST" shall have the meaning set out in paragraph 2.7. 

11.7. "MSA appliance" means the specific equipment required for the MSA Service. 

11.8. "Network Firewall" refers to CPE designed to examine network traffic using policy statements (rule 

set) to block unauthorised access while permitting authorised communications to or from a network or 

electronic equipment. 
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11.9. "Non-Working Hours Charge" shall have the meaning set out in paragraph 2.11. 

11.10. "Parallel Relocation" refers to a method of relocation that involves using the existing connection 

and the new connection to the new location simultaneously until the relocation is completed. 

11.11. "Premises" means the property bearing the Service Address, which is owned or occupied by you 

and is connected to the Network. 

11.12. "Provider" shall have the meaning set out in paragraph 8.1. 

11.13. "RFS" shall have the meaning set out in paragraph 2.3. 

11.14. "Service" or "MSA Services" refers to the Managed Security Appliance – Unified Threat 

Management services provided by StarHub Ltd (Reg. No. 199802208C) and/or the relevant Affiliate. 

11.15. "Service Address" refers to the address of the Premises at which we agree to provide the Services 

to you. 

11.16. "Unified Threat Management" refers to the combination of security-related appliances and 

applications such as Network Firewall, Gateway Antivirus, Web Content Filtering, and intrusion detection and 

prevention capabilities, into a single platform or system and through such appliance or applications, security 

reports can be generated 

11.17. "Web Content Filtering" means a program that can screen the contents of an incoming Web page 

to determine whether some or all of it should not be displayed to the user. 




